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UmobnbI noHssmb 3asucumocmu ﬁhc_l)( pt
Mbl cmpoum Mezaazpag ecezo
Open Source

| |
ps://youtu.be/dqiGQBe2yTY

Hoknag: “Ipobnembl OTUOB 1 AeTen: AHannTuka n Tpmax TpaH3uTUBHbIX 3aBucumocTten”, PHD, 2024


https://youtu.be/dqjGQBe2yTY

Paspeuwaem 3agucuMocmu
8cex rnakemoe U 3Haem

. Kakou npoueHT 3KocucTem 3aTparmBaet
obHapyxeHHasa ys3BMMOCTb

Hackonbko rny6oko 3aneraet ob6Hapy>xeHHas
npobnema B TPaH3UTUBHbBIX 3aBUCUMOCTAX

/
Kak 6bICTpO coolLecTBO pearmpyet Ha /
NpobnemMbl K BbiNnyckaeT 6e3onacHble BEpCUn ’

. Kakune uenu aHanu3a 6e3onacHocTu
KOMMNOHEHTOB BblOpaTb B NEpPBYI0 ovepeab

* HY 1 YTOObI 4OBGaBUTbL NPOAYKTY CKOPUHIOB &




Merarpad & log4shell

B Bbiwno nakeToB ¢ yAssumon Bepcueii M BbIlWno nakeToB ¢ 06HOBNEHWEM

3aTPOHYTO
8% maven
3KOCUCTEeMbI

2024 roa;

3atpoHyTo: 20 588 Bepcum
nakeToB

NcnpasneHo 28%: 5 837
He ncnpasneHo 72%: 14 751

Tmec 2mec 3mec 4dmec S5mec Bmec Tmec 8mec 9mec

BospacT npobnemsl

10 mec 11 mec 12 mec 2iirog 3iron




300p0OBO
NOHUMATb «BIIUSIHUE»
YA3BNMOCTEN

Ha 3KOCUCTEMY




— A 4TO eLle 300poso?



— A 4TO eLle 300poso?

— OTHeCTU NpoayKT
Ha cepmuuKayuro!




Ceptudomnkauma nogpasymeBaeT Ehc_l)( pt

@ C6opky TonbKo 13 NCXOAHWUKOB

. AHanus3 n3BecTHbIX yassumocTen (SCA)
B Mposenenwe cratukm Ans Beero (Bkntoyasi OSS) g
. [MpoBegeHne anHamukm (passuHra)

@ MMowck cekpeToB 1 Npoymne NpakTUKK
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Bce noHATHO, HO...

4 COopry TORbKOMIMEXOAHKOB
$  AHEAM3 HMSBEETHERCYAIBIMOETEM{SCA)
&

. [MpoBegeHne anHamukm (passuHra)

B HevereerpetomipemnefipaiFiim
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Das33nNHr




Bbibupaem uHcmpymernmaput |5hc_l)( pt

S
B
=

Sydr — MHCTPYMEHT ANHAMMNYECKOTO CUMBOSILHOIO
BbINoNHeHN buHapHbIx nporpamm ot CI1T PAH

https://sydr-fuzz.qithub.io/

Hac ocobeHHO noagkynaer:

B GpuaHbIn has3nHr

PasrnagbiBaem CodeScoring ¢ nomoLubto Natch
. MUHUMU3aLINA Koprlyca 3anpocos https://habr.com/ru/companies/isp _ras/articles/892548/

(K


https://sydr-fuzz.github.io/
https://habr.com/ru/companies/isp_ras/articles/892548/

Pucyem apxutektypy \ (V) /[

Y Hac ecThb:
AreHT Johnny B nannnanHax
NHctannauna CodeScoring

basa 3HaHun npo OSS & Vulns

A




®a33uHr areHTa johnny ﬁhd)( pt

AreHT — 3TO NUCNOSTHAEMbIN BMHAPHBIW hais, OCYLLECTBISAIOLLNNA
NapCUHI MaHNECTOB U3BECTHbLIX NAKETHLIX MEHEQKEPOB,
ckaHupoBaHue Docker-obpasoB, aHanu3 cbopkmn C n C++, pasdop

apX1BOB U NMOUCK NpsiMbIX BKIto4eHUn Open Source bnbnmnoTek no
Xallam.

Kopoue, ymeeT pa3dupartb pa3Hble (popmaTbl AAHHbIX.
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da33nHr-nnax

8 TotoBuM n3onmpoBaHHyio cGopky
@ TloTtoByM cBopky € OTNagoYHbIMK CUMBONAMM

8 Yuum dassep BbIGMpaTh Lienb hasanHra

phd

o]

message scenario {
oneof scenario_type {
check_parser_scenario check_parser = 1;
check_archive_scenario check_archive

2;
}.
L Iy

®a3z3zep mernepb cam 8bibupaem uerb, He Hy>XHO 06 3momM dymamb

syntax = "proto2™;

package fuzz;
option go_package="proto/fuzz";

enum parser_type {
CONANFILE = 0;
CONANFILE_PY = 1;
CONAN_LOCK = 2;
CONDA_LOCK = 3;
CSHARP_DEPENDENCY_REPORT = 4;
CSHARP_NUSPEC = 5;
CSHARP_PACKAGES_CONFIG = 6;
CSHARP_PACKAGES_LOCK = 7;
CSHARP_PAKET_DEPENDENCIES = 8;
CSHARP_PAKET_LOCK = 9;
CSHARP_PROJ = 10;
CSHARP_PROJECT_ASSETS = 11;
CSHARP_PROJECT_LOCK = 12;
GO_MOD = 13;
GO_SUM = 14;
JAVA_GRADLE = 15;

JAVA_GRADLE_DEPENDENCY_TREE = 16;

JAVA_GRADLE_KTS = 17;
JAVA_GRADLE_LOCK = 18;

JAVA_IVY = 19;

JAVA_JAR = 20;
JAVA_MAVEN_DEPENDENCY_TREE = 21;
JAVA_POM = 22;
JAVA_SCALA_DEPENDENCY_TREE = 23;
JS_NPM_SHRINK_WRAP = 24;
JS_PACKAGE_JSON = 25;
JS_PACKAGE_LOCK = 26;

JS_YARN = 27;




MTorn 3anycka passepa phd

. Kopnyc TectoB - 110 867 WT., MUHUMU3NUPOBAHHLIN - 11 759 wWIT.

® [OnutenbHocTb BbINONHEHUS aHanu3a ~1 Hepens

///> : function V' ¢ fuzz ¥ ¢ sydr YV ¢ diff Y ;\\\
. I_IOKpb|T|/|e HacCc panyeT parsers/clang/conanfile_py_parser.go:55 Parse 90.60 96.90 6.30
parsers/conda/conda_lock_parser.go:31 Parse 40.00 66.70 26.70
parsers/csharp/csproj_parser.go:26 Parse 6.70 40,00 33.30
parsers/csharp/dependencyReportjson_parser.go:38 Parse 21.10 36.80 15.70
parsers/csharp/nuspec_parser.go:3é Parse 25.00 83.30 58.30
parsers/csharp/packagesconfig_parser.go:21 Parse 16.70 33.30 16.60
parsers/csharp/packageslockjson_parser.go:20 Parse 20.80 29.20 8.40
parsers/csharp/paketdependencies_parser.go:73 Parse 30.00 80.00 50.00
parsers/csharp/paketlock_parser.go:27 Parse 52.90 73.50 20.60
parsers/csharp/projectassetsjson_parser.go:22 Parse 6.10 20.40 14.30
parsers/csharp/projectlockjson_parser.go:31 Parse 29.40 47.10 17.70
parsers/go/gomod_parser.go:20 Parse 86.70 93.30 6.60
parsers/java/gradle_dependency_tree_parser.go:161 Parse 95.70 97.80 2.10
parsers/java/gradle_kts_parser.go:32 Parse 32.10 55.40 23.30
parsers/java/gradlelockfile_parser.go:27 Parse 63.60 90.90 27.30
parsers/java/ivyxml_parser.go:20 Parse 15.40 30.80 15.40
parsers/java/pomxml_parser.go:203 Parse 13.00 56.50 43.50
\@‘ser-s/java/scala_dependency_tr‘ee_par‘ser‘.go:52 Parse 29.80 94.70 64.W

CpasHeHue nokpbimusi: go-fuzz u sydr+libfuzzer



Haxoaka




da33ep nogobpan KoY

“

[

0x34,
0x3a,
0x0d,
0x0d,
0x0d,
0x0d,
0x20,
@x23,
0x23,
Ox2d,
0x0d,
0x0d,
0x2d

0x30,
0x0d,
0x0d,
@x3c,
0x0d,
0x0ad,
0x20,
0x0d,
0x0d,
0x0d,
0x3f,
0x0d,

0x79,
0xed,
0x0d,
Ox3c,
0x0d,
0x0d,
0x2d,
Ox3f,
0x0d,
0x20,
0x0d,
0x23,

0x3a,
0x0d,
0x0d,
0x3a,
0x0d,
0x2d,
0x20,
0x0d,
0x23,
0x2d,
0x23,
0x2d,

N
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Ynana pabota ¢ go-yam! phd X
/1 panic: runtime error: hash of unhashable type [linterface {} [recovered] I

2 panic: runtime error: hash of unhashable type [linterface {}

3

4 goroutine 1 [running]:

5 gopkg.in/yaml%2ev3.handleErr(@x140000cfe88)

6 /go/pkg/mod/gopkg.in/yaml.v3@v3.0.1/yaml.go:294 +0x84

7  panic({0x1044f1fe0?, 0x1400008e3407})

8 /go/libexec/src/runtime/panic.go:785 +0x124

9 gopkg.in/yaml%2ev3. (xdecoder).merge(@x140000c95e0, 0x140000d2320, 0x140000d25a0, {0x104413c20?, 0x1400008e2307, 0x0?})

10 /go/pkg/mod/gopkg. in/yaml.v3@v3.0.1/decode.go:966 +0x138

11 gopkg.in/yaml%2ev3. (*xdecoder).mappingStruct(0x140000c95e0, 0x140000d2320, {0x1044f3c20?, 0x1400008€230?, 0x8?})

12 /go/pkg/mod/gopkg.in/yaml.v3@v3.0.1/decode.go:950 +@xc28

13 gopkg.in/yaml%2ev3. (xdecoder).mapping(@x140000c95e0, 0x140000d2320, {0x1044f3c20?, 0x1400008e230?, 0x0?})

14 /go/pkg/mod/gopkg.in/yaml.v3@v3.0.1/decode.go:786 +0x84

15 gopkg.in/yaml%2ev3. (xdecoder).unmarshal(@x140000c95e0, 0x140000d2320, {0x1044f3c20?, 0x1400008e230?, 0x3?})

16 /go/pkg/mod/gopkg.in/yaml.v3@v3.0.1/decode.go:510 +0x364

17 gopkg.in/yaml%2ev3. (xdecoder).document(...)

18 /go/pkg/mod/gopkg.in/yaml.v3@v3.0.1/decode.qgo:527

19 gopkg.in/yaml%2ev3. («decoder).unmarshal(@x140000c95e0, 0x140000d2280, {0x1044f3c20?, 0x1400008e230?, 0x12b1552287?})

20 /go/pkg/mod/gopkg.in/yaml.v3@v3.0.1/decode.go:498 +0x248

21 gopkg.in/yaml%2ev3.unmarshal({0x140000ae080, 0x31, 0x31}, {0x1044e7960, 0x1400008e230}, Oxac?)

22 /go/pkg/mod/gopkg.in/yaml.v3@v3.0.1/yaml.go:167 +@x334

23 gopkg.in/yaml%2ev3.Unmarshal(...)

24 /go/pkg/mod/gopkg.in/yaml.v3@v3.0.1/yaml.go:89

25 main.main()

26 /random_project/main.go:30 +@xd8 .

KoHevyHo, Mbl 00 aToM coobwunu: https://qgithub.com/go-yaml/vaml/issues/1050
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https://github.com/go-yaml/yaml/issues/1050

da33ep nogobpan Knou:

Hecoomeemcmeue KoHmpaKmy

Ox34, 0x30, 0x79, 0x3a,

& yaml.v3@v3.0.1/yaml.go

// See the documentation of Marshal for the format of tags and a list of
// supported tag options.
//

func Unmarshal(in []byte, out interface{}) (err error) {

return unmarshal(in, out, strict: false)

0x0d, 0x2d,

Ox23,

0x0d,

Ox2d

\\}

[Mpun nobbIX owmnbkax — BO3BpaLLAEeTCs OLnobKa. v



KunsHb yassumocten B OSS /1 |5hc_l)( pt

24.09.24 - obHapyxeHue npobriembl B go-yaml.v3.0.1 n camo-natynHr B cBoem bnuxanwem penuse

( return nil, err b
}
err = yaml.Unmarshal(content, &yml)
err = utils.SafeYamlUnmarshal(content, &yml)

if err I= nil {
return nil, err

L i Y
Kak domukcuTea owmnbka (Haw BapuaHT)

22



KunsHb yassumocten B OSS /2

ﬁhd%pt

24.09.24 - obHapyxeHune npobnembl B go-yaml.v3.0.1 n camo-natymHr B cBOEM bnukaniem penmse

25.09.24 - packpbiTe aBTopam go-yaml: https:/qithub.com/go-yaml/yaml/issues/1050

-

(® open

panic while unmarshall #1050

n-bes opened on Sep 25, 2024

Instead of panic I expected just error. Repro:

$ go version
go version gol.23.1 darwin/armé4

type SomeStruct struct {
data string yaml:"data"’

}

ne main() {

someStruct := SomeStruct{}

var data = []byte{
©x34, ©x30, OX79

23


https://github.com/go-yaml/yaml/issues/1050

XKunsHb yassumocten B OSS /3 |5hc_l)( pt

24.09.24 - obHapyxeHune npobnembl B go-yaml.v3.0.1 n camo-natymHr B cBOEM bnukaniem penmse

25.09.24 - packpblTe aBTopam go-yamil: https://github.com/go-yaml/yaml/issues/1050

28.09.24 - OTKPbIBA€TCA 3aia4a B cbopKe go-yaml: https://github.com/kubernetes-sigs/yaml/issues/117

Ki) Issues 11 I Pullrequests 3 ® Actions [ Projects () Security |+ Insights \

panic while unmarshall (go-yaml/yaml issue #1050

6 pohly opened on Sep 28, 2024
v
go-yaml/yaml#1050 applies to the fork:
package main
import (
"fme"
yaml "sigs.k8s.io/yaml/goyaml.v3"
)
ype SomeStruct struct {
dara string ‘yaml:"data"
}
func main() {

someStruct := SomeStruct{}

var data = []byte{

0x34, Ox36, 0x79, 0x3a,
0x3a, 0xed, Oxed, 0xod,
Ox0d, oxed, O0x6d, Oxéd,

24


https://github.com/go-yaml/yaml/issues/1050
https://github.com/kubernetes-sigs/yaml/issues/117

KusHb yassumocTten B OSS /4 phd

24.09.24 - obHapyxeHune npobnembl B go-yaml.v3.0.1 n camo-natymHr B cBOEM bnukaniem penmse

25.09.24 - packpblTe aBTopam go-yamil: https://github.com/go-yaml/yaml/issues/1050

28.09.24 - OTKPbIBA€TCA 3aja4ya B cbopKe go—yaml: https://github.com/kubernetes-sigs/yaml/issues/117

04.12.24 - Haxogum cxoxyt CVE-2022-28948, Ho npo < go-yaml.v3.0.0 (Hegonatymnnn?)

Severity \
15/10

CVSS v3 base metrics

Attack vector Network
Attack complexity Low
Privileges required None
User interaction None
Scope Unchanged
Confidentiality None
Integrity None
Availability High

\CVSS:S.‘I /AVN/ACL/PR:IN/ULN/S:U/C:N/I:N/AH /

o]

25


https://github.com/go-yaml/yaml/issues/1050
https://github.com/kubernetes-sigs/yaml/issues/117

KunsHb yassumocTten B OSS /5

24.09.24 - obHapyxeHune npobnembl B go-yaml.v3.0.1 n camo-natymHr B cBOEM bnukaniem penmse

25.09.24 - packpblTe aBTopam go-yamil: https://github.com/go-yaml/yaml/issues/1050

28.09.24 - OTKPbIBA€TCA 3aja4ya B cbopKe go—yaml: https://github.com/kubernetes-sigs/yaml/issues/117

04.12.24 - Haxogum cxoxyo CVE-2022-28948, Ho npo < go-yaml.v3.0.0 (Hegonatymnnn?)

28.12.24 - Bonpoc MenHTenHepoB opka: “who is handling issues in this repo?”

b

§;

pohly on Dec 28, 2024

@natasha41575: who is handling issues in this repo?

© &1

\

>

ﬁhd%pt

26


https://github.com/go-yaml/yaml/issues/1050
https://github.com/kubernetes-sigs/yaml/issues/117

XusHb yassumocTten B OSS /6 phd X *t

24.09.24 - obHapyxeHune npobnembl B go-yaml.v3.0.1 n camo-natymHr B cBOEM bnukaniem penmse

25.09.24 - packpblTe aBTopam go-yamil: https://github.com/go-yaml/yaml/issues/1050

28.09.24 - OTKPbIBA€TCA 3aja4ya B cbopKe go—yaml: https://github.com/kubernetes-sigs/yaml/issues/117

04.12.24 - Haxogum cxoxyo CVE-2022-28948, Ho npo < go-yaml.v3.0.0 (Hegonatymnnn?)

28.12.24 - Bonpoc menHTenHepoB dopka: “who is handling issues in this repo?”

11.01.25 - nosBngeTcs nat4y B popke 4 P e e

961 = recover(): err 1= nil {
962 fatlf (", }
963 }
964 H)
965 nlkeyl = val
966 ¥
967 +
968 + ¢ (d sdecoder) getPossibilyUnhashanleKey(m meplintarface{}lbool, key interface{})
bool
969 0{
970 recover() {
971 failf ("=,
912 3
973 0]
974 m nlkeyl
975 }
976 +
f (d sdecoder) merge{parent sNode, merge sNode, out reflect.Value) { ) nc (d sdecoder) merge(parent sNode, merge sNode, out reflect.Value) {
mergedFields d.mergedFields 978 nergedFields d.nergedfFields
1t mergedFields == nil { 3% LT mergedFields == nil {
d.mergedFielas = make(naplintertace{}1bool) d.mergedFields = make(maplinter {}1boo)
for 1 i= 0 1 < len{parent.Content); 1 += 2 { 3 1= 0 1 < len(p o
Kk 1w reflect.NewlifaceType) Elen() 907 torTe e ELoak
d.unnarshal({parent.Content (i), k) { ) f d.unmarsha
966 - d.mergedfieldsik.Interface()] = true 924 d.setPossiblyUnhashableKey(d.mergedFields,
k ce()} )

https://qithub.com/kubernetes-sigs/yaml/pull/122/files
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https://github.com/go-yaml/yaml/issues/1050
https://github.com/kubernetes-sigs/yaml/issues/117
https://github.com/kubernetes-sigs/yaml/pull/122/files

KnsHb yassumocten B OSS /7 |5hc_l)( pt

24.09.24 - obHapyxeHune npobnembl B go-yaml.v3.0.1 n camo-natymHr B cBOEM bnukaniem penmse

25.09.24 - packpblTe aBTopam go-yamil: https://github.com/go-yaml/yaml/issues/1050

28.09.24 - OTKPbIBA€TCA 3aja4ya B cbopKe go—yaml: https://github.com/kubernetes-sigs/yaml/issues/117

04.12.24 - Haxogum cxoxyo CVE-2022-28948, Ho npo < go-yaml.v3.0.0 (Hegonatymnnn?)
28.12.24 - Bonpoc menHTenHepoB dopka: “who is handling issues in this repo?”
11.01.25 - nosABNsieTcs naty B oopke

13.02.25 - nat4y BNMBaETCHA, HO HE BXOAUT B PENn3

28


https://github.com/go-yaml/yaml/issues/1050
https://github.com/kubernetes-sigs/yaml/issues/117

KnsHb yassumocten B OSS /8 |5hc_l)( pt

24.09.24 - obHapyxeHune npobnembl B go-yaml.v3.0.1 n camo-natymHr B cBOEM bnukaniem penmse

25.09.24
BDU:2025-02344
28.009.
Bug ~

04.12.
28 12 OnucaHue YA3BUMOCTb hyHKuMKn Unmarshal 6uénuoreku YAML si3bika nporpammupoBanus Go

o YyA3BMMOCTU CBA3aHa C HegocTaTkaMu MexaHuama gecepuanusaymn. 3kcnayatauna yasBuMmocTu
11.01. MOXET MO3BO/MUTL HApPYLUUTENO, AEUCTBYIOLWEMY YAa/IEHHO, Bbi3BaTb OTKa3 B

o6cnyXnBaHNu

13.02.
14.02.25 - Hukuta otnpasnsget 3asasky B b1Y ®CTIK

05.03.25 - nony4daem ID — BDU:2025-02344

29


https://github.com/go-yaml/yaml/issues/1050
https://github.com/kubernetes-sigs/yaml/issues/117

XKunsHb yassumocten B OSS /9&10 ﬁhc_l)( pt

24.09.24 - obHapyxeHune npobnembl B go-yaml.v3.0.1 n camo-natymHr B cBOEM bnukaniem penmse

25.09.24 - packpbl’
28.09.24 - oTKpbIB:

04.12.24 - HaxoguI

go-yaml /
O yaml Q| &

<> Code (-) Issues 298 i7 Pullrequests 126  (») Actions () Security

28.12.24 - Bonpoc

11.01.25 - nosABNsieTcs naty B oopke G
13.02.25 - nat4y BNMBaEeTCcs, HO HE BXOOUT B penn3
14.02.25 - Hukuta otnpaenset 3aasky B bA1Y PCTIK

05.03.25 - nony4aem ID — BDU:2025-02344 \

This repository was archived by the owner on Apr 1, 2025. It is now read-only.

\

Open 0 Closed 0 Author ~

() Which Fork do you recommend?

#1072 - guettli opened on Mar 21

10.03.25 - gpenaem PoC Ha helm n nokasbiBaem Ha HackerOne [Kubernetes CNA]

01.04.25 - 3akpbiBaeTca nogaep’kka OCHOBHOro go-yami

30


https://github.com/go-yaml/yaml/issues/1050
https://github.com/kubernetes-sigs/yaml/issues/117

KunsHb yassmmocteun B OSS /all |5hc_l)( pt

24.09.24 - obHapyxeHue npobnembl B go-yaml.v3.0.1 u camo-naTymHr B CBOEM brivxkanwem penmse

25.09.24 - packpblTe aBTopam go-yamil: https://github.com/go-yaml/yaml/issues/1050

28.09.24 - OTKPbIBA€TCA 3aja4ya B cbopKe go—yaml: https://github.com/kubernetes-sigs/yaml/issues/117

04.12.24 - Haxogum cxoxyo CVE-2022-28948, Ho npo < go-yaml.v3.0.0 (Hegonatymnnn?)
28.12.24 - Bonpoc menHTenHepoB dopka: “who is handling issues in this repo?”

11.01.25 - nosABNsieTcs naty B oopke

13.02.25 - nat4y BNMBaEeTCcs, HO HE BXOOUT B penn3

14.02.25 - Hukuta otnpaenset 3aasky B bA1Y PCTIK

05.03.25 - nony4aem ID — BDU:2025-02344

10.03.25 - npenaem PoC Ha helm n nokasbiBaem Ha HackerOne [Kubernetes CNA]

01.04.25 - 3aKkpbiBaeTcq nogaepxka oCHOBHOro go-yaml
31


https://github.com/go-yaml/yaml/issues/1050
https://github.com/kubernetes-sigs/yaml/issues/117

XunsHb yassmmocten B OSS /++ phd X *t

03.04.25 - oTnpaBneHa 3asiBka Ha pernctpaumio B CVE

18.04.25 - ping no CVE, Ho B oTBET TULLUNHA

Thank you for your request. You will be receiving a confirmation email shortly. If you need to reach the CVE
team, please respond to the confirmation email you received and do not change the subject line. Your ticket
number will be included in the email and that is how we will track your request. Thank you.

Information provided on the web form will remain private until the CVE Team receives notice that the
vulnerability has been made public. Please use the “Notify CVE about a publication” form to notify us about a

publication.
Please note: One confirmation message is sent for multiple CVE ID requests in a single browser session, with a
single ticket number for your ease of reference. If you plan to request additional CVE IDs, and would like a
different ticket number for your next request, please close your browser and open a new session.

Submit Another CVE Request

KV



— A 4yto Tam ¢ PoC’om?

33



PoC Ha helm, HO He Ha Bcé phd X et

[lonyyunock noka3ams, YTo I - Gethemuerson:
MOXHO nonoxutb helm plugin list. ——

$ helm version

version.BuildInfo{Version:"v3.17.2", GitCommit:"cc0

rlOJ'IyLII/IJ'IOCb I'IOKa3aTb, L‘ITO, GitTreestate:"clean", GoVersion:"gol.24.1"}
Hego3MoxxHO rnonoxums: k8s, ArgoCD, fluxCD, etc, " Prepare yami{also reproduceduith ampty ek
NOTOMY, OHM NPUMEHAIOT KOHBEpPTauUMio yaml B json.

$ hexdump -C hello-helm-plugin/plugin

00000000 4 30 79 3a 3a 0d 0d 0d 0d 0d 3c 3c 3a
00000010 0d 0d 0d 0d 0d 0d 2d 20 20 23 0d 3f 0d
00000020 23 0d 0d 23 2d 0d 20 2d i 23 0d 0d 23 2d
00000030
00000031

« Install plugin:

Code Unwrap lines Copy Download

$ helm plugin install hello-helm-plugin

Error: plugin is installed but unusable: invalid plugin name at "/

lugin/plugin.yaml"

« Command helm plugin list not workinganymore (other commands are working):

Code Unwrap lines Copy Download

$ helm plugin list

failed to load plugins: invalid plugin name at "

Error: invalid plugin name at "/.../helm/plugi




ekt npob
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Mezazpap pna Go |5hc_l)( pt
Y Hac noka B npoLlecce,
HO noesepumM pe3yribmamam deps.dev
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[locnegHAA Bepcua nakeTa

" gopkg.in/yaml.v3

& v3.01 ~

Overview Dependencies Dependents Analysis Compare

Direct 20563 1D
Indirect 24921 .

Note: Due to the large number of dependents, we show only a sample in the list below.

https://deps.dev/qo/gopkd.in®%2Fyaml.v3/v3.0.1/dependents

Versions
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https://deps.dev/go/gopkg.in%2Fyaml.v3/v3.0.1/dependents

[locnepgHAa Bepcua goopka nakeTa ﬁhc_l)( pt

" sigs.k8s.io/yaml

& v14.0 ~

Overview Dependencies Dependents Analysis Compare Versions

Direct 4333 [
Indirect 28839 I

Note: Due to the large number of dependents, we show only a sample in the list below.

https://deps.dev/qo/sigs.k8s.i0%2Fyaml/v1.4.0/dependents
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https://deps.dev/go/sigs.k8s.io%2Fyaml/v1.4.0/dependents

«3aueriieHue» aKkocucmemsbl go- Ehc_l)( pt
nakemos, 1.3 MH. wm.

[MakeT

3aBUCMbIX NMakeToB

3aBUCMMbIX NMaKeToB

ANPEKTUB

TPaH3UTUB

gopkg.infyaml.v3.0.1 (apxue) 20 563 249 212
sigs.k8s.io/lyaml.v1.4.0 (¢hopk) 4 033 28 839
+1Hble POpPKM na Aa
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ﬁhd%pt

ObHapyxeHHass HaMu

BDU:2025-02344 3a0esaem 23.3% Go-
aKocucmemabl




BbiBOAbI




Habniogaemblie doakTopbl™
YCKOpPEHUs naTtya

B8 /ToHsmHeIl penopTUHT aBTOpam

8 OmcmausaHue nitepecos

B /Tonyyerue udeHmughukamopa B dmaax
B TMpueneyenne mex komy He 8cé pagHo

® Meana-ocseulerne

* PaboTatoT He Bcerga.

JavaScript 130 31 27
Java 180 97 39
C# 90 85 80
Python 49) o6 30

Ckopocmb namyuHaa rocrie packpbimus ys3sumocmu (OHU)

(c) «Mpobnembl OTLOB 1 AeTen: AHanNUTUKa 1 Tpuax
TpaH3nTUBHbIX 3aBucnumocten», PHD, 2024
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phd t
HabrirooeHue P —)< .

3akpaobigaromcsi Io003pPeHUSs], YMo
KpomMme Hac 8 b[]Y HUKkmo He cmompum :)
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[lpakmuku 6e30nacHOW
Pa3paboTKnU HUKIMO HEe OMMEHSIT

B8 Cratuueckuin ananua /SAST

B Avnamuyeckuii avanus /DAST / fu**ing

HAUUWOHANBbHbIN FOCTP
CTAHAAPT

B KomnosuumoHHbIi aHanua /SCA PoCCHACKOR 56939—
©EQEPALUMN 2024

Hy n nountate [ OCT 56939-2024 >

3awmura nHdopmaumnm

PA3PABOTKA BE3OINACHOIo
NMPOrPAMMHOI'O OBECIEYEHUA

O6wue TpeboBaHus

Wananue ohpuumansHoe
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Cnacunoo!

alexev@

Huknta _
n.besperstov(@codescoring.ru



mailto:alexey@codescoring.ru
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